World Intellectual Property Organization
Topic A: Cybersecurity and the Theft of Intellectual Property Online
“In an increasingly interconnected and networked world, it has become critically important to
safeguard our vital systems and infrastructures against attack by cybercriminals, while instilling
confidence in online transactions in order to promote trade, commerce, banking, telemedicine, egovernment and a host of other e-applications. As this depends on the security practices of each
and every networked country, business and citizen, we need to develop a global culture of
cybersecurity.”1
-Kofi Annan, Former United Nations Secretary-General
In recent years, digital globalization has grown exponentially, connecting millions through
information communication technologies (ICTs). The growing opportunities for borderless
exchange are typically beneficial. Increased proliferation of ICTs, however, also directly correlates
with increased rates of cybercrime.2 The United Nations Office on Drugs and Crime (UNODC)
predicts that by the year 2020, the number of devices able to connect to the internet will outnumber
humans by six to one.3 This hyper-connectivity will ultimately lead to higher rates of crime online,
and will likely link conventional crime to the electronic world.4 Due to the global nature of ICTs,
it is difficult to prescribe a national jurisdiction to cybercrime.5 The international community must
coordinate and cooperate in order to sufficiently address cybercrime in relation to intellectual
property.
Background:
According to the International Telecommunication Union (ITU), intellectual property rights are
“legal rights that protect creations and/or inventions resulting from intellectual activity in the
industrial, scientific, literary, or artistic fields.”6 Intellectual property rights cover a multitude of
areas from art to the Olympic Rings to work on microorganisms.7 These rights usually give the
creator exclusive use of their creation for a specified period of time.
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Defining cybercrime can be difficult, as it is highly dependent on the context.8 The scope of
computer-related acts of personal, financial, or intellectual gain or harm is so broad that, according
to the UNODC, it is difficult to aggregate them into one definite and encompassing term.9
Cybercrime can affect all forms of online property, which makes it a concern of all industries and
governments.10 Though it can be hard to define cybercrime, the prevalence of its impact is
irrefutable. Threats to cybersecurity have created a trillion dollar business in lost intellectual
property through counterfeit and pirated materials.11 Identifying the scope of cybercrime is a vast
and complicated process. Scale, intent, purpose, and jurisdiction must all be considered when
trying to identify, mitigate, and protect against cybercrime.12 Due to the rapid growth of
technology, the international community is still in the early stages of addressing the impact of
cybercrime on global enterprises and rights holders.
Intellectual property theft causes billions of dollars in financial losses for rights holders and
legitimate businesses around the world.13 Due to the widespread nature of this criminal enterprise,
theft of intellectual property also undermines innovation and creativity through discouraging
copyright. It also poses risks to consumer health and safety by flooding markets with counterfeit
pharmaceutical products. These acts help fund transnational organized crime networks by
exploiting financial gain through counterfeit products.14 Aside from the direct effects of
intellectual property theft, a number of peripheral issues also arise.15 These include exploitation of
personal identification and financial information, loss of commercial market advantages,
minimized profitability of products or services, and the collapse of enterprise due to counterfeit
products.16 It also causes victims extensive financial costs after the fact. Between legal fees,
cybersecurity investigations, lost contracts, and public relations costs, companies and governments
are retroactively affected by intellectual property theft long after the incident occurs.17
In 2011, the Economic and Social Council, in conjunction with the United Nations Department of
Economic and Social Affairs and the ITU held the Special Event on Cybersecurity and
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Development.18 This panel discussion had multiple goals, including building awareness of
cybercrime at the international policy level, identifying best practices in order to build a culture of
cybersecurity, and exploring options for a global response to cybercrime. Cybercrime is
multifaceted and the panel on cybersecurity acknowledged the importance of collaboration
between Member States, the private sector, civil society, and law enforcement in order to create a
comprehensive approach to the issue.19
Key documents
The cornerstone document regarding intellectual property rights are the World Intellectual
Property Organization’s (WIPO) Copyright Treaty (WCT). The first is that the authors of a work,
performers, and producers of a recording shall enjoy the right to store their works in digital form.
The second principle deals with the owner’s right to disseminate work digitally to the public across
the internet. The third is to protect these digital works against illegal copying, downloading, or
sale through effective legal remedies. WIPO’s Performances and Phonograms Treaty also serves
as an example of how to write an intellectual property document having to do with a new medium
and how to handle the rights of beneficiaries of digital media.20
The United Nations Group of Governmental Experts on Developments in the Field of Information
and Telecommunications (GGE) is a working group mandated by the United Nations that has
helped to develop the global cybersecurity agenda and introduced the notion that international law
applies in digital contexts.21 Each meeting concludes with the creation of a consensus report, which
have been praised for their diverse viewpoints, recommendations, and coverage of controversial
subjects.22 Each report contains recommendations made by the group regarding confidencebuilding measures, capacity-building efforts, and infrastructure protection.23 While membership
to the GGE is relatively small, there has been significant progress within the group of building
international norms regarding cybercrime and cyber security.24
The World Summit on the Information Society (WSIS), a summit headed by the ITU, was created
in order to promote equitable access to the benefits of ICTs, including e-commerce, e-governance,
e-health, education, sustainable development, diversity, and environmental protection.25 The
outcome documents from WSIS’ first and second phase, the Geneva Declaration of Principles and
Geneva Plan of Action of 2003 and the Tunis Commitment and Tunis Agenda for the Information
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Society of 2005, respectfully, focus heavily on development, capacity-building, and transparency
and confidence-building measures to improve access to both ICTs and cybersecurity.26 The
documents originating in Geneva are foundational documents that lay out expectations, issues, and
goals for the international community to turn their attention towards.27 The Tunis documents are
generally more actionable, as they give specific plans to execute the commitments laid out within
the Geneva Declaration of Principles and Plan of Action.28
A useful regional document on cybercrime and its prevention is the Council of Europe’s
Convention on Cybercrime. This is the first international treaty that is centered around
cybercrimes. It specifically deals with infringement of copyright, computer related fraud, and
violations of network security.29 This convention’s main objective is to pursue a universal crime
prevention policy aimed at protection against cybercrime, especially by adopting appropriate
legislation and fostering international cooperation.30
Current Issues:
The international system currently has many tools with which to combat cybercrime, but have very
few documents and instruments to guide their actions. The existing international framework
regarding cybercrime in relation to intellectual property laws currently lays within the wider scope
of cybersecurity. The International Multilateral Partnership Against Cyber Threats (IMPACT) is
a partner of the ITU and is the largest cybersecurity alliance of its kind. It is a communication
platform used to share best practices in cybersecurity.31 IMPACT and the ITU work to coordinate
resources of government, academia, industry leaders and individuals in order to ensure
cybersecurity across the globe.32 The ITU has tasked IMPACT to provide Member States with
access to expertise, facilities, and resources to effectively address cyber threats.33 It also assists
UN agencies in protecting their ICT infrastructure.34
Challenges of promoting cybersecurity
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Due to the nature of cybersecurity, there are many challenges facing the international community
in addressing cybercrime in relation to intellectual property rights. There are certain challenges
that the international community as a whole must address, and challenges that are faced by Member
States on an individual level. When a cybercrime occurs, it is nearly impossible to measure the
extent to which it has occurred.35 This is due to a lack of reliable information and a lack of systems
in place to gather such data.36 The transnational aspect of this topic also creates difficulties for
investigating such crimes.
For developing countries, there are enormous economic disparities that hinder their ability to keep
pace with their industrialized counterparts.37 Developing nations often do not have the capacity to
combat cybercrime.38 As there are few detection mechanisms in developing countries, these States
can become “safe havens” for cyber criminals.39 This problem is exacerbated due to a lack of
partnership and cooperation between developed and developing countries. In order to assist in
addressing the challenges facing the international community, the ITU has made a guide for
developing countries, entitled Understanding Cybercrime: A Guide for Developing Countries.40
There are some national and multilateral solutions to such challenges, including legislation,
strengthening law enforcement, capacity building, and training.41 The implementation of such
policies, however, cannot be enforced without sufficient crime prevention and criminal justice
systems in place, as well as the human capital, financial, and technical resources to combat
cybercrime.42 The ITU provides support to Member States requesting assistance in areas such as
access to ICTs and assistance in developing stronger cybersecurity.43 Each case is handled
individually and starts with an assessment of the current ICT status within the country.44 The ITU
can then provide a tailored roadmap in order for that Member State to reach its ICT goals. These
roadmaps customize capacity building strategies and assist with legislation that can be used to
strengthen cybersecurity.45
Partnerships and Action to Combat Cybercrime
This topic has seen a large portion of work happening within the private sector and academia. In
general, private sector organizations tend to view intellectual property-related cybercrime as a
greater threat than Member States do.46 There is also a large movement within academia to not
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only understand the trends of cybercrime, but to develop effective technologies to combat such
offenses. There are also non-profit organizations working to combat cybercrime, such as the
Information Technology-Information Sharing and Analysis Center, which works to strengthen
cybersecurity for corporations through building collaboration, information sharing, and incident
response.47 This not only assists the private sector in avoiding intellectual property theft, but
enables different parties to develop and share best practices, thereby avoiding further exploitation
of all parties, public or private, in the future. Public Private Partnerships also play a key role in
developing cybersecurity tactics.48 These partnerships are essential in promoting cybersecurity and
development, especially within developing countries.49 Private enterprises often have the capacity
and technology to more effectively combat cybercrime while also promoting advantages within
the host countries, such as economic development and developing human capital.50
The International Police Organization (INTERPOL) considers cybercrime against intellectual
property to be an issue of trafficking. It considers counterfeiting, piracy, and smuggling for tax
evasion to be trafficking in illicit goods. INTERPOL will therefore use all of its anti-trafficking
resources to identify, disrupt, and dismantle these operations. INTERPOL’s main actions against
intellectual property cybercrime is supporting regional and global operations, capacity building
and training, raising awareness, and providing legal assistance to Member States upon request.
Future Outlook:
There have been multiple discussions on the international level regarding the development of an
international convention regarding cybersecurity. This treaty would, ideally, seek to harmonize
national laws on cybercrimes such as copyright infringement, fraud, and breaches of network
security. The GGE has also recommended the creation of a successor group in order to facilitate
the creation of binding treaties and further recommendations.51 The treaty would also work to
promote and strengthen measures to combat cybercrime more efficiently and effectively than in
years past. However, given the complex nature of cybercrime and ICTs, such a treaty would likely
be complex and require careful thought and consideration. The promotion, facilitation, and support
of technical assistance would also strengthen such actions, ensuring that all Member States have
the resources necessary to mitigate the impact of cybercrime on the protection of intellectual
property.
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Focus Questions:
1. What is your Member State’s current capacity regarding cybersecurity?
2. What type of support, if any, does your Member State require in order to address this
issue?
3. In what ways might cybersecurity attacks on protected IP impact your Member State’s
social and economic landscape?
4. Does your Member State have ample access to ICTs, or is there much room for
development and capacity building?
5. If a treaty on cybersecurity were to be adopted, what are your Member State’s priorities?
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