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United Nations Security Council
Mandate of The United Nations Security Council
Of the six main organs of the UN, the Security Council acts as the primary body responsible for
addressing matters regarding peace and security.1 Measures decided by the Security Council
are legally binding under international law, as mandated by Article 25 of the Charter of the
United Nations.2 This is in contrast to other organs of the UN, such as the General Assembly,
which adopts resolutions that are not legally binding.3
The actions the Security Council can take regarding the peaceful settlement of disputes is
outlined in Chapter VI of the Charter of the United Nations.4 These actions include, but are not
limited to, investigating disputes that may threaten international peace and security,
adjudication, mediation, and issuing recommended actions to prevent violence and conflict.5 If
the Security Council determines the existence of more serious threats to international peace
and security such as a breach of peace or act of aggression, the Security Council can impose
economic sanctions, as authorized under Chapter VII of the Charter of the United Nations.6 The
types of sanctions the Security Council implements can vary in scope and purpose. Economic
sanctions, such as boycotts and trade embargoes, can be used to deprive a country of the
economic benefits of international trade in an effort to pressure countries to comply with
international agreements.7 Other forms of sanctions, such as arms embargoes, travel bans, and
freezing of assets, allow the Security Council to combat aggressors by targeting their means to
acquire weapons and recruits.8 Sanctions are not always punitive, and in some instances they
are used to support governments, suppress terrorism, and protect human rights.9 Only the
Security Council has the authority to implement sanctions as enforcement measures to pressure
States to comply with international obligations.10 If it is determined that the non-coercive actions
deployed have or would fail to address such threats to peace, the Security Council may resort to
the use of armed forces.11
Membership
The Security Council is comprised of 15 Member States. China, France, the Russian
Federation, the United Kingdom and the United States are the 5 permanent members, who
have the authority to veto any substantive decisions.12 These five members are often called the
P5.13 The other ten Member States are elected by the General Assembly for two-year terms as
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non-permanent members.14 Originally, the Security Council consisted of the P5 and six nonpermanent members, however, in 1963 the General Assembly amended the Charter of the
United Nations to increase the number of non-permanent Member States to ten.15 Since the
1950s there have been many debates concerning how to apportion membership among
regional groups.16 In recent years, some Member States have called for Security Council
reform, specifically expanding representation in the P5 to include underrepresented regions
such as Africa and removing the veto power of the permanent members.17
Reporting
To assist in performing its functions, the Security Council is able to create subsidiary bodies
such as committees and working groups regarding both procedural and substantive matters.18
Some of these subsidiary bodies include the Counter-Terrorism Committee, Non-Proliferation
Committee, United Nations Military Staff Committee, Sanctions Committee, Working Group on
Peacekeeping Operations, and the Ad Hoc Working Group on Conflict Prevention and
Resolution in Africa.19
Though they constitute one of the main tools the Security Council uses to maintain international
peace and security, peacekeeping operations are not explicitly provisioned by the Charter of the
United Nations.20 When deploying peacekeeping operations, however, the Security Council has
often invoked Chapter VII of the Charter of the United Nations to justify such action.21 In these
instances, the Security Council formally approves the establishment of a peacekeeping
operation through adoption of a resolution that details the mandate of the operation, a time
frame for the operation, and authorizes the deployment of troops.22 Though peacekeeping
operations can be an effective tool to maintain international peace and security, various
challenges can undermine the achievement of sustainable peace, including ineffective
mandates, lack of political solutions, and threats to peacekeeper security.23 As a response to
these challenges, the UN Secretary-General launched Action for Peacekeeping in 2018, an
initiative to strengthen peacekeeping operations, focusing in eight priorities including politics,
women, sustaining peace, and accountability.24
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Security Council
Topic A: Threats to Peace and Security Caused by Cyberterrorism
“The Internet is a prime example of how terrorists can behave in a truly transnational way, in
response, States need to think and function in an equally transnational manner.” 25
-Former Secretary-General, Ban Ki-moon
Introduction
Terrorist organizations are increasingly gaining access and knowledge to newer and more
complex technology systems that are used to spread propaganda, crowdsource funding, hack
government systems, and disrupt critical infrastructure. Distinguishing between a cyberterrorist,
hacktivist, state-sponsored actor, and cybercriminal is challenging because each group can
carry out a similar attack for a different cause. Additionally, there is no single definition of
terrorism adopted by the United Nations, and therefore the Security Council (UNSC) often
discusses cyberterrorism in relation to overall cybersecurity and threats against critical
infrastructure. A definition of terrorism would remove the political distinction that states may
make between the actions of freedom-fighters and terrorists or hacktivists and cyberterrorists.26
Critical infrastructure can include chemical industries, commercial facilities, information and
communications technology (ICT), manufacturing, dams, defense, emergency services, energy,
financial services, food and agriculture, government facilities, healthcare and public health,
nuclear, transportation systems, and water. An attack against one of these sectors can disrupt
activities such as flights and access to water. The type of cyber threat to critical infrastructure
and its outcome depends on the origin and context.27
Background
State approaches to cyberterrorism differ widely in part because there is no universal definition
of cyberterrorism and it is therefore up to each Member State to determine their own definition.
In some cases, cyberterrorism includes the use of identity theft, money laundering, hacking, and
cyberattacks facilitated by terrorist organizations.28 Other Member States may find this definition
too broad and narrow the definition to cyberattacks that are destructive rather than disruptive.29
Therefore, the number of cyberterrorism events that occur is between none and hundreds with
cyberterrorism events ranging from the recruitment of foreign fighters, crowdsource of funding,
and hacking. While the UNSC has not yet taken any action to specifically address
cyberterrorism, there have been several resolutions and working groups to discuss terrorism,
cybersecurity, and critical infrastructure. Cyberattacks on critical infrastructure within the last five
years also provide some insight into how cyberterrorism may occur and what its effects look
like.
United Nations Actions on Cybersecurity and Terrorism
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In 2003, the UN General Assembly (UNGA) adopted A/RES/57/239 to create a global culture of
cybersecurity, which consists of nine elements: awareness, responsibility, response, ethics,
democracy, risk assessment, security design and implementation, security management, and
reassessment.30 It also encourages Member States to share information about threats and
vulnerabilities and the implementation of procedures to prevent and respond to security
incidents.31 The resolution also asks Member States to conduct periodic risk assessments to
minimize the potential harm to information systems.32 When it comes to deterring
cyberterrorism, these two facets of the cybersecurity culture will remain vital to maintain peace
and security.
In 2006, the UNGA adopted A/RES/60/288, approving the Secretary-General’s creation of the
Counter-Terrorism Implementation Task Force (CTITF) and Global Counter-Terrorism Strategy
to enhance coordination of counter-terrorism efforts of the UN system.33 The Global CounterTerrorism Strategy has four pillars: addressing conditions conducive to the spread of terrorism;
preventing and combatting terrorism; building States’ capacity to prevent and combat terrorism
and strengthen the role of the UN system in this regard; and ensuring respect for human rights
for all and the rule of law as the fundamental basis of the fight against terrorism.34
When the Global Counter-Terrorism Strategy was originally adopted, the document did not
mention cybersecurity or cyberterrorism. In succeeding updated reports submitted to the
Secretary-General on the implementation of the Global Counter-Terrorism Strategy, such as
UNGA Resolution 66/762, cybersecurity and cyberterrorism are only included in a few regional
and Member State reports.35 Since the rise of the Islamic State of Iraq and the Levant (ISIL) and
their ability to use social media and other technologies to disrupt peace and security,
cyberterrorism has entered the domain of the UN system as a serious threat. According to the
2015 report from the Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security, “the use of ICTs
for terrorist purposes, beyond recruitment, financing, training and incitement, including for
terrorist attacks against ICTs or ICT-dependent infrastructure, is an increasing possibility that, if
left unaddressed, may threaten international peace and security.”36
A/RES/71/291 moved CTITF and UN Counter-Terrorism Centre into a newly created United
Nations Office of Counter-Terrorism (UNOCT) in 2017 as suggested by Secretary-General
António Guterres in his report entitled The Capability of the United Nations to Assist Member
States in Implementing the United Nations Global Counter-Terrorism Strategy.37 Consolidating
these counter-terrorism initiatives under one office is intended to better facilitate Member States’
actions in implementing the Global Counter-Terrorism Strategy. The UNSC also adopted
S/RES/2341 in 2017 to respond to the possibility of terrorist attacks, both cyber and physical,
against critical infrastructure.38 The resolution encourages all Member States to make
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coordinated efforts through international cooperation and improve awareness and knowledge of
challenges posed by terrorist attacks.39
The UNGA adopted resolutions in December 2018 and January 2019 on the issue of
cybersecurity. A/RES/73/27 establishes an Open-Ended Working Group (OEWG) to discuss
norms, rules, and 13 principles of responsible state behavior and how to implement them.40 The
final report of the OEWG will be presented at the 75th United Nations (UN) session in 2020.41
The second resolution, A/RES/73/266, establishes a new Group of Governmental Experts
(GGE) for three years to continue the activities of previous GGEs on possible joint measures
addressing threats to international information security.42 The previous GGE on cybersecurity
ended in 2017 without agreeing on a draft for a consensus report due to issues on the right to
self-defense, international law principles of countermeasures, and international humanitarian
law.43 As of now, it is unclear whether either resolution will bring any substantial measures
forward to implement on the issue of cybersecurity or if the current divide on how to address
cybersecurity will be bridged by the two resolutions.
Cyberattacks
Cyber technologies have many known vulnerabilities that allow governments and companies to
assess risk and take action to prevent cyberattacks such as phishing. A cyberattack on a
previously unknown vulnerability is called a zero-day attack.44 Until a patch is in place to
mitigate the vulnerability, the attacker can exploit it to gain access to data or affect additional
computer programs.45 A zero-day attack will cause significantly more damage to a cybersecurity
system because the attack will last until a patch is created to fix the problem, which may take
several days or weeks. In 2018, 76% of cyberattacks were a zero-day attacks with an average
of 102 days spent patching the vulnerability.46
In malware attacks, a victim will click a link or attachment in an email that installs risky software
allowing the malware to block access to components of the network, obtain information, or
render the system inoperable.47 Approximately 30% of all malware attacks are zero-day
exploits.48 In 2014, ISIL was suspected of unsuccessfully launching a malware attack against
militant group Raqqa is being Slaughtered Silently (RSS).49 Members of RSS received emails
containing an image and a link to alleged air strikes against ISIL strongholds that would have
sent ISIL details of the RSS Internet Protocol (IP) address.
Critical infrastructure using supervisory control and data acquisition (SCADA) systems – often
used to manage the flow of electricity, water purification and delivery operations, wastewater
management, and manufacturing – are vulnerable to cyberattacks due to the complexity of the
39
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system, which makes it difficult to eliminate all potential weaknesses.50 The 2015 cyberattack
against the Prykarpattyaoblenergo control center (PCC) in Ukraine became the first time a
cyberweapon was successfully used against a nation’s power grid leaving nearly 230,000
people without power.51 The attackers used various techniques, including malware, to gain
access into the IT networks and Internet Connection Sharing networks of the electric
companies.52 The perpetrators also used a telephone denial-of-service attack by flooding the
company’s call center with thousands of calls to deny customers the ability to report power
outages.53
Current Situation
Terrorists can exploit the Internet to monetize data, attack critical infrastructure, recruit foreign
fighters, and spread propaganda. The cost of cybercrime is estimated to reach USD 6 trillion by
2021, making both multinational corporations (MNCs) and governments stakeholders in the
responsibility to implement cybersecurity measures.54 S/RES/2341 reinforced the collaboration
between the UNOCT, INTERPOL, and the United Nations Office on Drugs and Crime (UNODC)
for protecting critical infrastructure from terrorist attacks. INTERPOL also currently works with
the International Atomic Energy Agency and the Organisation for the Prohibition of Chemical
Weapons to enhance physical and cyber securities of chemical, radiological, and nuclear
materials.55
Cyber Activities by Terrorist Organizations
In 2012, UNODC identified six categories by which the Internet assists terrorism activities
including, propaganda, financing, training, planning, execution, and cyberattacks.56 Propaganda
can further a terrorist organization’s agenda by recruiting foreign fighters, promoting the
incitement of violence, and radicalizing recruits. In December of 2015, close to 30,000 people
from 85 different countries joined ISIL.57 However, in 2019, the Analytical Support and
Sanctions Monitoring Team released its 23rd report at the request of the UNSC, which states
“the foreign terrorist fighter issue remains acute, although the flow of returnees and relocators
from the ISIL core has been slower than expected.”58
Financial support to terrorist organizations are increasingly generated through crowdfunding
campaigns and Internet services such as PayPal, Skype, Bitcoin, or other cryptocurrencies.59
Crowdfunding is a method of gathering financial support from a large pool of people with small
donations. An additional way terrorist organizations finance operations is through identity theft
and credit card theft. In 2007, Younis Tsouli laundered approximately 1,400 stolen credit cards
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totaling close to USD 2 million to finance terrorist activity by transferring the money via e-hold
payment accounts that routed through several countries.60
Terrorist organizations are disseminating training materials and information through social
media platforms such as YouTube and Twitter and online magazines such as Al-Qaida’s
Inspire.61 The Internet allows for planning to remain relatively secretive with sophisticated
technology such as encryption tools making it difficult to identify location or recipients of
communication.62 With open-source platforms from social media, individuals volunteer their
location and information. However, the number of people volunteering their location through the
geolocation sensor on their phone or manually including location in their profile is relatively low.
Executing acts of terrorism through the Internet may reduce the likelihood of detection, but there
are alternative ways to measure communication between people on social media in real-time to
identify terrorist networks.63
Until ISIL, there were few examples of terrorist organizations using the Internet to disrupt
services. However, several examples from hacktivists and cybercriminals provide insight into
what necessary steps terrorist organizations may take to infiltrate computer systems and what
kind of damage the attacks may have. For instance, in 2012, multiple websites including the Tel
Aviv Stock Exchange were shut down along with unauthorized disclosure of credit card
information.64 Information from credit cards can be sold and attacking the stock market may
cause the international community to panic over the volatility of the market. There are also
substantial problems to tracking a cyberattack, including determining the origin and whether the
attack came from a terrorist group, hacktivists, cybercriminals, or others. The inability to verify
information makes it difficult for the UN to assign blame and take action against the
perpetrators.
Can Cyberattacks Kill People?
Cyberattacks are primarily disruptive, and no person has been directly killed as a result of a
cyberattack.65 However, technological advances are increasing the risk of a possible lifethreatening cyberattack.66 An example of one such attack was the WannaCry cyberattack. In
May 2017, the WannaCry cyberattack affected more than 300,000 people in 150 countries.67
The reach of the cyberattack shows how a single vulnerability in an operating system can truly
affect the international community thereby making cyberattacks a transnational issue. The
ransomware attack exploited a vulnerability in Microsoft’s Windows operating system by
encrypting data and demanding payment in bitcoin to unlock it.68 Microsoft was aware of the
vulnerabilities in its operating system and released patches two months before the cyberattack
took place, but consumers and companies likely moved too slow to patch their systems.69
Collaboration between MNCs and governments can help to reduce the likelihood of similar
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exploitations of known vulnerabilities. As of 2019, there are up to 1.7 million devices potentially
at risk to similar attacks as WannaCry.70
The estimated costs of the WannaCry attacks is over USD 4 billion, which includes USD 325
million ransom payments made by consumers.71 If terrorist organizations successfully infiltrated
computer systems on the same scale as WannaCry, they could replenish their funding to
influence more recruits and carry out harmful attacks. According to the Secretary-General’s
eighth report on the threat posed by ISIL released in February 2019, ISIL still has between USD
50 million and USD 300 million left in cash.72 A single ransomware attack by ISIL has the
potential to double their current cash reserves. While terrorist organizations may express
interest in carrying out such attacks, it is unclear whether any terrorist group has the
technological know-how to do so.
When WannaCry was launched in 2017, it significantly impacted the healthcare industry by
delaying and cancelling procedures and treatments for thousands of patients.73 There are
several scenarios involving the disruption of healthcare, such as destruction of data and mixing
up patients or treatment, which can harm patients and possibly result in their death. According
to the 2018 International Telecommunication Union’s Global Cybersecurity Index, there is a
need for Member States to engage in coordination and commitment to cybersecurity measures
necessary to prevent similar attacks in the future.
Future Outlook
Many governments lack the necessary resources to create robust cybersecurity measures or
programs. Therefore, MNCs will continue to play a substantial role in analyzing system
vulnerabilities and creating patches addressing these issues. Further cooperation and
communication between all stakeholders involved can help to ensure full implementation of
cybersecurity processes. Due to the rapid advancement of technology each year, it is difficult to
gauge what future attacks and their effects may look like. Member States will continue to focus
future initiatives in cybersecurity on legal measures based on existing frameworks, capacity
building, and information sharing. While the cyber capabilities of terrorist organizations to attack
critical infrastructure or carry out ransomware attacks are unknown, the possibility remains a
concern for all Member States. As the WannaCry attacks show, a single cyberattack can affect
the entire international community and put civilian lives at risk.
Focus Questions
•
•
•
•
•
70

How does your state define cyberterrorism?
What cybersecurity measures does your state take to protect critical infrastructure from
cyberattacks?
What kind of partnerships does your state have with MNCs to implement cybersecurity
measures?
How has your state dealt with cyberattacks in the past or what information has your state
shared to improve cybersecurity?
What should an incident response plan look like in the event of a cyberterrorism attack?
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Security Council
Topic B: The Situation in the Democratic Republic of Congo
Introduction
The Democratic Republic of Congo (DRC) became a Belgian Colony in 1908. Following 52
years of Belgian rule, the DRC gained its independence in 1960.74 However, this independence
has not been without its problems. Since 1960, the DRC has been plagued by a multitude of
issues – most notably issues concerning internal security and health. Recently, the internal
violence has been focused on the electoral process; the previous president of the DRC, Joseph
Kabila, oversaw a massive amount of violence on several occasions and overstayed his
constitutional two-term limit by delaying elections.75 Though new elections occurred on
December 30, 2018, the results were contested as the opposition candidate won, which has led
to further protest and violence.76
In addition to these issues of internal violence, there is at present another humanitarian crisis
occurring in the DRC: the world’s largest Ebola outbreak.77 There have been 10 Ebola
outbreaks in DRC since 1976.78 The current outbreak, which began in August 2018, has seen
the number of cases surpass 1000 and the death toll surpass 625. An additional 4.5 million
have been displaced as a result of not only this outbreak but also due to the violence and
poverty related to the outbreak.79 In addition to this death toll, there is a lack of education that
has contributed to the proliferation of misinformation on the disease. 25.5% of people
interviewed in the DRC did not believe Ebola is real; nearly 46% of people thought the outbreak
was fabricated to take advantage of the region; and 18.2% of people in the DRC believed
both.80 The current outbreak has been especially complicated by its origins in provinces where
there is armed conflict, resulting in attacks on Ebola outbreak healthcare centers.81 Both the
United Nations General Assembly (UNGA) and the United Nations Security Council (UNSC)
have worked to combat these issues, while WHO and other regional health organizations have
been key players in fighting the Ebola outbreak.
Background
The humanitarian and security crisis as it currently stands began in 2004 with conflict in the Kivu
region, which lies in the eastern part of the DRC. RCD-Goma, a group of rebels, is commonly
blamed for beginning the Kivu Conflict and were, at one point, part of the DRC army led by
Laurent Nkunda.82 Nkunda and troops loyal to him defected from the DRC army, which lead to
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the formation of the National Congress for the Defence of the People (CNDP).83 The goal of the
CNDP was to overthrow the DRC’s government, beginning the Kivu Conflict.84 From 2004-2009,
there were many conflicts between the DRC government, the CNDP, and other rebel groups. In
March 2009, however, a deal between the DRC and Rwanda led to Rwandan troops arresting
Nkunda.85 After Nkunda’s arrest, the CNDP agreed to a peace treaty with the DRC government;
this treaty integrated the CNDP’s troops into the national army and allowed the CNDP to
become a political party.86 The region somewhat stabilized as a result of this treaty until 2012,
when Bosco Ntaganda, the new leader of the CNDP, and troops loyal to him rebelled against
the government to form the March 23 Movement rebel military (M23). Ntanganda and M23
claimed that the government violated the previous treaty.87 Following the declared rebellion, the
United Nations (UN) authorized its first offensive peacekeeping unit to the region, referred to as
the United Nations Force Intervention Brigade.88 By November 2013, the M23 announced an
end to its insurgency, though many other groups including the Mai-Mai, FNI, and UPC continued
to create and exacerbate instability and conflict in the DRC.89
In 2009, The New York Times published a report indicating that individuals in the DRC continue
to die at an estimated rate of 45,000 per month.90 Further estimates approximate that the death
toll from long term conflict could be anywhere between 900,000 to 5.4 million.91 In addition,
there has been a high civilian death toll, property destruction, and it is estimated that
approximately 400,000 women are raped in the DRC per year.92
Natural Resources as a Potential Cause of Conflict
Part of what may have contributed to the long-term conflict is the mineral richness of the DRC.
Since its beginnings as an autonomous state, the DRC has struggled with stakeholders battling
for control of mineral resources and exploiting the DRC’s political instability for profit.93 Despite
being one of the most mineral rich states in the world, the DRC is also one of the poorest; this is
due to the fact that control for these resources is an ongoing struggle between the DRC
government, independent armed groups, and multinational corporations.94 Some of the impetus
for conflict comes from the rebel groups, which need to control resources to finance their
activities.95 As such, the struggle for control of these resources has created a power vacuum
that has contributed to the long-term conflict and instability of the DRC, a phenomenon
sometimes referred to as the “resource curse.”96
Current Situation
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United Nations Organization Stabilization Mission in the Democratic Republic of the Congo
UNSC established the United Nations Organization Mission in the Democratic Republic of the
Congo (MONUC) in 1992 through S/RES/1279.97 Originally, MONUC was supposed to plan the
observation of the ceasefire and disengagement of forces; furthermore, MONUC was to act as a
liaison between parties of the ceasefire.98 The UNSC later expanded MONUC’s mandate
according to S/RES/1291, S/RES/1565, S/RES/1797, and S/RES/1856.99 In 2010, MONUC was
renamed to become the United Nations Organization Stabilization Mission in the Democratic
Republic of the Congo (MONUSCO) by way of S/RES/1925.100 In the years since 2010, many
UNSC resolutions have expanded and strengthened MONUSCO’s mandate, including the
provision of resources to deal with the current electoral instability, violence, and Ebola
outbreak.101 This reboot was established to reflect the new phase reached in the DRC.102
MONUSCO was granted a broad mandate that include activities such as “protection of civilians,
humanitarian personnel and human rights defenders under imminent threat of physical violence
and to support the Government of the DRC in its stabilization and peace consolidation
efforts”.103
Currently, MONUSCO has authorized and deployed 16,071 military personnel; 425 military
observers; 187 military staff officers; 1,368 police personnel; 320 of which are United Nations
Police (UNPOL) and 1,048 of which are personnel of formal police units; and 4,145 civilians,
consisting of 910 international civilian personnel, 2,790 local civilian staff, and 505 UN
volunteers.104 MONUSCO is fighting for peace and stability in a wide range of areas including
protection of civilians, electoral assistance, and mediation.105
Electoral Process and Ebola Outbreak
After serving more than his constitutionally-allowed two terms in office, former President of the
DRC Joseph Kabila was voted out of office by popular election and power was yielded to Felix
Tshisekedi on January 10, 2019.106 However, many experts and activists in DRC believe the
results of this election were meddled with and Tshisekedi is believed to have been the
handpicked successor of Kabila.107 This suspicion has been supported largely by the
observations of the Episcopal Council of the Catholic Church (CENCO), which deployed 40,000
observers to monitor polls and determined that the real winner of the election was Martin Fayulu
who was showing as the top candidate in polling before the election.108 Fayulu and CENCO both
accuse Kabila and Tshisekedi of colluding to name Tshisekedi the winner of the election so as
to continue Kabila’s reign through the proxy leadership of Tshisekedi.109 As such, the electoral
process and government within DRC remains under watch from the UN.
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Humanitarian Concerns
The main bodies assisting in humanitarian aid in the DRC are the United Nations Office for the
Coordination of Humanitarian Affairs (OCHA) and the United Nations Children’s Fund
(UNICEF). These two bodies provide infrastructure assistance including but not limited to
healthcare, hygiene aid, clean water, food, and shelter.110 OCHA reports that, due to long-term
conflict and the recent Ebola breakout, “an estimated 12.8 million people are in need of
humanitarian assistance and protection [in the DRC]…this represents 10% of the total
worldwide humanitarian caseload.”111 Further complicating Ebola outbreaks are adjacent issues
such as sexual and gender-based violence, chronic malnutrition, cholera, and measles.112
UNICEF reports these same issues but does note some achievements as well. UNICEF has
eased food constraints, provided vaccinations, facilitated assistance to returnees through the
Programme of Expanded Assistance to Returnees (PEAR), and promoted sanitary measures
and education through Water, Sanitation, and Hygiene (WASH).113 Furthermore, UNICEF has
worked to educate about and prevent sexual violence and assault as well as injuries from
leftover mines.114
Future Outlook
UNICEF’s snapshot for 2019 shows that at least 12.8 million people in DRC are still in need,
and, of those 12.8 million, 5.6 million are under the age of 18.115 Both UNICEF and OCHA note
that there has been less effectiveness due to budget constraints.116 Specifically, only 45% of the
funding requested in 2018 was received by the end of that year.117 However, progress has been
made through the MONUSCO, UNICEF, and OCHA programs.
MONUSCO, UNICEF, and OCHA have teamed with local volunteers and organizations in order
to promote peace and education about issues affecting DRC.118 As part of MONUSCO’s
mandate, MONUSCO is directed to identify concerns and work through other UN bodies and
non-governmental organizations to solve those issues.119 For example, in the area of child
protection, MONUSCO coordinates activities through UNICEF, OCHA, and the Armed Forces of
the Democratic Republic of the Congo aimed at resolving security issues in unstable areas.120
This partnership with NGOs and local governance also advances the other aspects of
MONUSCO’s activities, as the overall goal is to strengthen the DRC at a local and state level.121
Focus Questions
•
•
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Does your Member State support the UN’s efforts in the DRC?
Does your Member State have infrastructure in place to effectively deal with potential
election instability, internal violence, or disease outbreak?
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•
•
•

What is your Member State’s position on the scope of involvement of the UN in the
DRC?
What is your Member State’s position concerning the best course of action for resolving
the situation in DRC?
What can be done to resolve the funding issues that OCHA presents?

Bibliography
“Community mistrust worsening DR Congo Ebola outbreak: Study.” AlJazeera. March 28, 2019.
Accessed on June 30, 2019. https://www.aljazeera.com/news/2019/03/community-mistrustworsening-dr-congo-ebola-outbreak-study-190328062938247.html.
Agence France-Presse. “DR Congo government, CNDP rebels 'sign peace deal.” 2009.
Accessed on August 4 2019.
https://web.archive.org/web/20121130053138/http://www.google.com/hostednews/afp/article/AL
eqM5j-U_1NZdVdXyssb9DPt47IHx7j7Q.
Burnley, Clementine. “Natural Resources Conflict in the Democratic Republic of the Congo: A
Question of Governance?” Sustainable Development Law & Policy. 2011. Accessed on June
30, 2019.
https://digitalcommons.wcl.american.edu/cgi/viewcontent.cgi?article=1492&context=sdlp.
Centers for Disease Control and Prevention. Ebola (Ebola Virus Disease). “2018 Eastern
Democratic Republic of the Congo.” 2019. Accessed on June 30, 2019.
https://www.cdc.gov/vhf/ebola/outbreaks/drc/2018-august.html.
Centers for Disease Control and Prevention. “Ebola outbreak in eastern Democratic Republic of
Congo tops 1,000 cases.” 2019. Accessed on June 30, 2019.
https://www.cdc.gov/media/releases/2019/s0322-ebola-congo.html.
Central Intelligence Agency of the United States of America. “The World Factbook – Africa.”
2019. Accessed on May 12, 2019. https://www.cia.gov/library/publications/the-worldfactbook/geos/cg.html.
Durbin, Ann Strimov. Jewish World Watch. “Congo has a new president: Will Tshisekedi bring
much needed change or will things stay the same?.” 2019. Accessed on June 30, 2019.
https://www.jww.org/conflict-areas/drc/congo-has-a-new-president-will-tshisekedi-bring-muchneeded-change-or-will-things-stay-the-same/.
Fessy, Thomas. “Congo terror after LRA rebel raids.” British Broadcasting Corporation. October
23, 2008. http://news.bbc.co.uk/2/hi/africa/7685235.stm.
Gouby, Melanie. All Africa. “Congo-Kinshasa: General Ntaganda and Loyalists Desert Armed
Forces.” April 4, 2012. https://allafrica.com/stories/201204040870.html.
Jullien, Maud. “Katanga: Fighting for DR Congo's cash cow to secede.” British Broadcasting
Corporation. August 12, 2013. https://www.bbc.com/news/world-africa-23422038.
Kristof, Nicholas. “Orphaned, Raped and Ignored.” The New York Times. January 30, 2010.
https://www.nytimes.com/2010/01/31/opinion/31kristof.html.
Natural Resource Governance Institute. The Resource Curse. NRGI Reader. Natural Resource
Governance Institute. March 2015.
https://resourcegovernance.org/sites/default/files/nrgi_Resource-Curse.pdf.

Sawyer, Ida. “Overview of the Political Crisis in DR Congo and the Human Rights, Security, and
Humanitarian Consequences.” Human Rights Watch. April 9, 2018.
https://www.hrw.org/news/2018/04/09/overview-political-crisis-dr-congo-and-human-rightssecurity-and-humanitarian.
Security Council Report. “UN Documents for Democratic Republic of the Congo.” 2019.
Accessed on June 30, 2019. https://www.securitycouncilreport.org/un-documents/democraticrepublic-of-the-congo/.
The Daily Telegraph. “Profile: Laurent Nkunda, the Tutsi rebel leader toppled from power.”
2009. Accessed on August 4, 2019.
https://www.telegraph.co.uk/news/worldnews/africaandindianocean/rwanda/4322034/ProfileLaurent-Nkunda-the-Tutsi-rebel-leader-toppled-from-power.html.
The Independent. “400,000 Rapes in Congo in One Year.” May 12, 2011.
https://www.independent.co.uk/news/world/africa/400000-rapes-in-congo-in-one-year2283102.html.
United Nations. United Nations Organization Stabilization Mission in the DR Congo. “About.”
2019. Accessed on June 30, 2019. https://monusco.unmissions.org/en/about.
United Nations. UN News. “Tanzanian troops arrive in eastern DR Congo as part of UN
intervention brigade.” May 10, 2013. Accessed September 1, 2019.
https://news.un.org/en/story/2013/05/439332-tanzanian-troops-arrive-eastern-dr-congo-part-unintervention-brigade.
United Nations Children’s Fund. “Democratic Republic of the Congo.” 2018. Accessed August 4,
2019. https://www.unicef.org/appeals/drc.html.
United Nations Children’s Fund. UNICEF Humanitarian Action Update. 2009.
https://www.unicef.org/infobycountry/files/DRC_HAU_22_June_2009.pdf.
United Nations Office for the Coordination of Humanitarian Affairs. “About OCHA DRC.” 2019.
Accessed on June 30, 2019. https://www.unocha.org/democratic-republic-congo-drc/aboutocha-drc.
World Health Organization. “Ebola virus disease.” 2019. Accessed on August 12, 2019.
https://www.who.int/news-room/fact-sheets/detail/ebola-virus-disease.

Security Council
Topic C: The Protection of Civilians in Peacekeeping Operations
Introduction
Peacekeeping and its associated challenges have been central to discussions at the United
Nations (UN) since its inception, within the Security Council (UNSC) in particular.122 UN
peacekeeping is fundamentally a process by which volunteer troops provide support to States
transitioning from conflict to peace. Each deployment of volunteer troops exists under one of the
officially mandated peacekeeping operations (PKOs) created by the UNSC and ultimately have
a number of responsibilities including disarmament, demobilization, and reintegration (DDR);
facilitation and legitimization of political processes and election; and the protection of civilian
populations within the deployment theater.
There are a number of steps the UN takes prior to the creation of a PKO, from an initial field
assessment through to the deployment of troops and supplies.123 Typically, approval of a PKO
requires some level of instability along with security, political, military, and humanitarian
concerns.124 As the international community’s understanding of the peacekeeping process has
evolved, so too have the components incorporated within each peacekeeping mandate,
especially with regards to the relationship between PKOs and the civilian operations they are
charged with protecting.125 Despite this awareness, allegations of abuse of and misconduct
towards civilian populations continue to be raised against UN peacekeeping missions,
necessitating constant redevelopment of peacekeeping standards and models, in addition to the
recent restructuring of the UN peace apparatus in 2018.126 Given the level of global scrutiny
applied to the multilateral initiatives of the UN, those responsible for the authorization and
implementation of peace efforts continue to find effective tools to best shield those most in need
of protection.
To this end, the UN has become more attentive to the issues of civilian protection and
security.127 Beginning with the unanimously adopted S/RES/1265 in 1999, the UN peace
apparatus began to more seriously discuss the crucial need to prevent civilians, especially
vulnerable populations such as women, children, refugees, and internally displaced persons
from being targeted by those parties involved in the conflict.128 That same year, the United
Nations Mission in Sierra Leone (UNAMSIL) became the first UN peacekeeping mission to
incorporate a specific mandate regarding the protection of civilians (POC), an aspect that has
been included in almost every PKO since.129 The UNAMSIL mandate authorized the PKO to
“take the necessary action… to afford protection to civilians under imminent threat of physical
violence,” which is language that is typically considered a defining characteristic of a robust
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mandate.130 Not all modern PKOs are given robust mandates, however, as they are typically
reserved for especially unstable situations.131 Further complicating the matter is the ongoing
effort to ensure that peacekeepers themselves are not threats to civilians. This particular cause
gained more importance following allegations of widespread exploitation of civilians by
peacekeepers in the mid-1990s and further incidences of misconduct in subsequent years.132
Background
The first international legal document to address protection of civilians in conflict of the modern
era was the 1949 Geneva Convention IV.133 The first adopted UN action to address POC in
PKOs was S/RES/1265 in 1999.134 While the principles of Geneva Convention IV were
considered customary international law by the early 1990s, enforcement of those customs
lacked an effective structure.135 The resolution’s actions included condemning the intentional
targeting of civilians, stressing the importance of allowing freedom of movement for international
humanitarian agencies, emphasizing effective training of peacekeeping personnel, and
signifying interest in reexamining how peacekeeping mandates were structured.136 These steps
would inform and guide all future resolutions on the subject.
The second resolution on civilian protection, S/RES/1270, was the first to enact the new
principles set forward in S/RES/1265 to protect civilians.137 The Security Council directly
inserted language into S/RES/1270 that called for charging peacekeepers with ensuring both
freedom of movement of UN personnel and protecting civilians against direct threats to an
unprecedented degree. This new language, a dramatic change at the time, would become the
standard for future resolutions for several years.
One of the founding documents of UN Peacekeeping is the 2000 Brahimi Report, an extensive
review of peacekeeping operations prompted by the failures of the UN in preventing the 1994
Rwandan genocide and the 1995 Bosnian genocide. The report was published with the intent of
scrutinizing peacekeeping processes and identifying specific, attainable recommendations.138 It
also identified the need for political commitment from Member States, called for significant
institutional change, and increased financial resources.139 As with many UN actions, PKOs often
find themselves limited by budgetary and equipment constraints, which the Brahimi Report
identified as a major obstacle to the success of UN operations.140 The next major change to
PKO norms came in 2006 with S/RES/1674.141 This landmark resolution established the first
test of conditions required to construct a basis for humanitarian intervention in armed conflicts.
While the resolution discussed a broad variety of themes, it also reaffirmed S/RES/1265 and the
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clear mandate of peacekeeping missions to ensure the safety of civilians.142 The final
cornerstone of the mandate to protect civilians in peacekeeping came in 2009 at the tenth
anniversary of the adoption of S/RES/1265.143 Focusing on the inordinate number of civilians
that continued to be injured or killed in armed conflicts, S/RES/1874 reaffirmed its opposition to
targeting civilians and blocking humanitarian aid.144 S/RES/1874 also incorporated several
broad human rights and development principles in its emphasis on comprehensive protection
mandates.145
In subsequent years, each UNSC resolution has been informed by reports of the SecretaryGeneral. These reports have played a crucial role in continuing to inform and analyze the
ongoing efforts to improve circumstances for civilians in conflict zones and ensure access to
critical humanitarian aid. The 2018 Report of the Secretary General on Protection of Civilians in
Armed Conflict focuses on efforts to both prevent conflict outright through peacebuilding
methods in addition to protecting civilians through the implementation of key priorities for
success.146
Current Situation
The modern UN peacekeeping apparatus took on a new form in 2018 due to reforms instituted
by the Secretary-General.147 As a result of this sweeping restructuring, all peacekeeping now
falls directly under the purview of the new Department of Peace Operations (DPO).148 The
Office of Rule of Law and Security Institutions (OROLSI) and the Policy, Evaluation and Training
Division (PET) are the primary areas of the DPO that are responsible for civilian protection.
Together with divisions within the Department of Political and Peacebuilding Affairs, PET and
OROLSI have increased access to the mechanisms by which peacekeepers can be effectively
taught and trained how to protect civilians.149 Furthermore, DPO has instituted Protection of
Civilians Advisors with the sole priority of supporting effective implementation of the POC
mandate.150
In addition to those primary actors, there are often important contributions to DPO by other UN
bodies. The Department of Operational Support and United Nations Office for the Coordination
of Humanitarian Affairs (OCHA) both provide useful coordinating tools and management
strategies that enable successful mandate creation and implementation.151 OCHA in particular is
an important part of an effective humanitarian response and, given the emphasis placed on
ensuring access to humanitarian aid, is often involved in the coordination of activities deep
within conflict areas.152 In addition to those more focused bodies, the UN Secretariat is heavily
involved in this process through ongoing studies and the annual reports on the implementation
of the POC mandate.
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Accountability of UN Peacekeepers for Misconduct
For over a decade, there has been an increasing focus on the misconduct of some UN
peacekeepers. In the early 2000s, an influx of reports of misconduct, especially sexual
exploitation and abuse (SEA), prompted serious investigations of UN peacekeeping missions
that were conducted by UN authorities under former Secretary-General Kofi Annan.153 As
allegations have continued to arise, both former Secretary-General Ban Ki-Moon and current
Secretary-General António Guterres have recommitted their support for rooting out and
preventing peacekeeper abuses.154
Various strategies to improve accountability and transparency have been made, but the process
is ongoing and the international community is constantly developing new best practices. Some
of the common strategies in action include establishing better performance standards,
empowering oversight bodies to more effectively call out threats to peace and security,
improving transparency, and enhancing the flexibility of the UN in responding to crises.155 The
current zero-tolerance goal is predicated on a three-pronged strategy of prevention of
misconduct, enforcement of UN standards of conduct, and remedial action.156 Moving forward,
UN peacekeeping bodies will continue to answer questions of how to prevent peacekeeper
misconduct and how to effectively address the reports of peacekeepers exploiting the civilians
that they are tasked with protecting.
Inadequate training and oversight are barriers preventing the success of the UN’s current
peacekeeping objectives.157 Improving the ability of the UN to both properly vet incoming
peacekeepers and ensure more transparency in investigations are often stymied by
bureaucratic roadblocks which frequently come from the Member States that are contributing
troops to any given PKO.158 As a result, proposed reforms to misconduct investigation systems
frequently feature clashes between states that contribute finances and states that contribute
troops.159
Protection of Vulnerable Populations in PKOs
During conflict situations, the groups most at risk are those who are least able to advocate for
themselves. Whether due to physical inability or lack of economic, political, or social capacity,
women, children, the elderly, and sick civilians are especially in danger of exploitation and
violence within the context of hostilities.160 As the UN has improved its awareness of these
vulnerable populations, it has also enhanced its usage of experts within peacekeeping to protect
those least able to protect themselves. The inclusion of civilian staff of a fair geographic and
gender distribution in PKOs is a crucial development in a particular area recognized by the
Brahimi Report.161 Changes in staff composition have been recognized as especially important
for women and peacekeeping for the UN itself, which has broadly seen improvements towards
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gender parity in UN staff.162 However, peacekeeping troops are provided by Member States
and, as such, the role of women has traditionally been much more limited.163 Today, less than a
third of all peacekeeping personnel are women, which means that the crucial roles women can
play in peacekeeping – such as community empowerment, assisting with specific needs of
female ex-combatants in demobilization, and improving peacekeeping approachability – are
limited by a lack of representation and numbers.164 As such, non-governmental organizations
frequently continue to advocate for more diverse personnel compositions and improved
inclusivity.165
Future Outlook
The UN has demonstrated a focus on the benefits of improving partnerships in order to more
effectively transition nations out of conflict and into peace, and this focus has been implemented
into future development strategy at all levels.166 The wide spectrum of relevant stakeholders in
the peacebuilding process includes cooperation with civil society and civilian organizations as a
crucial element of effective peacebuilding.167 In order to facilitate these cooperative efforts, the
UN continues to strive towards building trust between the civilians it seeks to protect and the
peacekeepers tasked with that protection. Furthermore, peace officers within the UN have
continued to highlight the importance of cooperation with the troop-contributing countries in
efforts to unite their goals with those of the UN Secretariat and the UNSC.168
The UN continues to acknowledge the challenges of mitigating the damage caused by threats to
international peace and security, meeting the needs of the most vulnerable, and the unique
problems of the intersection between the two.169 The Action for Peacekeeping initiative (A4P) is
the current flagship project of the Secretary-General to align the objectives and priorities of all
relevant stakeholders in the peacekeeping process.170 Through conversations such as the A4P
High-level Meeting of September 25 2018, the Secretary-General has emphasized the longterm strategy of promoting implementation of the A4Ps Declaration of Shared Commitments,
which will continue to shape peacekeeping actions for the foreseeable future.171
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Focus Questions
•
•
•
•
•

What obstacles have made addressing the protection of civilians so challenging in recent
years?
Who are the primary stakeholders for addressing POC?
What components of prior resolutions can still be implemented?
How do regional goals connect with the broader goals of peacekeeping and POC in
particular?
Are there methods the UN should be considering that seem underutilized? Why might
they be less of a focus for the UN?
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